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2 BEEH

2.1 IRI5EE

2.1.1 BEARTS

bin/admg-service start

bin/admg-mgtt start

2.1.2 (S1LREFS

bin/admg-mgtt stop

bin/admg-service stop

2.1.3 EEIRIGIARE

bin/admg-service status

bin/admg-mgtt ctl status

bin/admg-mgtt ctl cluster status

2.1.4 SRYARFS
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bin/admg-service restart

2.2 A:tElE

2.2.1 s

SEEHE AR s8R
IRFF RS log/admg-matt.log MQTT Broker £H3&
FRiEH log/erlang.log.* Erlang VM Rl EES

BiE=EHE  /opt/admg-manager-V3.0.2/logs/  EE=EE{THE

2.2.2 HE4RAECE

bin/admg-mgtt handlers list

bin/admg-mgtt set-level debug
bin/admg-mgtt set-level info
bin/admg-mgtt set-level warning

bin/admg-mgtt set-level error

2.2.3 Hetints

log.file {

warning
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2.3 BiERE
2.3.1 AEREEE
TS wEHS EXIEEE

BRELARBE  admqg-matt ctl cluster status PR ERELTELR

B admqg-maqtt ctl stats FEIEREEN

NTEEA  admg-matt ctl status R RF LR

HiE8ZzSR df -h SRRREK

HEEIE  EfTEERE HEREEINE

=alES ISR TRIEIE mASIETE
2.3.2 ERBEERNS

bin/admg-mgtt ctl status

CONN COUNT=$ (bin/admg-mgtt ctl stats | grep connections.count | awk

)
~gt 500000 ];

MEM USAGE=$ (bin/admg-mgtt ctl status | grep memory.used | awk
)
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3 BcEEHE

3.1 BeENH

3.1.1 admqg-mgqtt.conf

FRCENE, YUY etc/admg-mgtt.conf ,

= admg@mgtt-nodel

= your-secret-cookie

= static

= admg@mgtt-nodel, admg@mgtt-node2, admg@mgtt—-

listeners.tcp.default {

listeners.ssl.default {

ssl options {

mechanism = password based




S ApusicHHIUERBFI V2.0.6_for_maqtt 4EEFFHH

backend = built in database

enable =

authorization {

=

type = built in database

enable =

3.2 BiREACE

bin/admg-mgtt ctl conf show

bin/admg-mgtt ctl conf update

bin/admg-mgtt ctl conf reset
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4 WIEHES

4.1 ERMERFRG R

4.1.1 BRFSEERED

BR BIEEEES P YRES
i (14845 R 1883/8883/8083 im[I#k(EA ~ BHIMFILGFAEER, SiigcEiiginO
Erlang Cookie ~—2  £EEFEH%EL Cookie AILAL [@4 erlang.cookie 314
NEFRE RERNTFRE IRIINFEBIACE
M=ty admg-maqtt.conf & E5:2 eER S HEE

4.1.2 BERIRELERE
BR BIEEEES RIS

= S FFE2ETEER mERPEE
ACL 148 ERTE e ACL #3281
ECImEEoRRAE) | BEEESSRRUE L RN
P ST PGEEATEREE REEREEY

4.1.3 HRIRERS

RKR AJRERE P
JEBRARIBE EEARLE e EREAIBACRT
HEEE QoS 1IERE1TA BB ES R
NEISESS QoS 0 MEREENZE 208 QoS 1/2
HESEE ISETRISEEIEE MBI BMESIKR
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iz EEOBENENAT  REEENE, VSHERER
BEREE  BRITE S EEE

bin/admg-mgtt

bin/admg-mgtt cluster status

bin/admg-mgtt clients list

bin/admg-mgtt subscriptions list

bin/admg-mgtt retained list

bin/admg-mgtt alarms list

bin/admg-mgtt handlers list
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5 fEInERIRIE

5.1 EcEsin

bin/admg-mgtt ctl conf show > admg-mgtt-config-backup.json

etc/admg-mgtt.conf backup/admg-mgtt.conf.$ (

5.2 Bigfain

bin/admg-mgtt ctl data backup

bin/admg-mgtt ctl data backup list

5.3 EHRIBHIA

BACKUP DIR=
P

bin/admg-mgtt ctl conf show > /config.json
etc/admg-mgtt.conf

bin/admg-mgtt ctl data backup /data-backup
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tar czf

-rf

find /backup/mgtt -name -mtime +7 -delete
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6 Z2NNE]

6.1 {HtER2

6.1.1 BhKiGECE

firewall-cmd --permanent --add-port=1883/tcp
firewall-cmd --permanent --add-port=8883/tcp
firewall-cmd --permanent --add-port=8083/tcp

firewall-cmd --permanent --add-port=8084/tcp
firewall-cmd --permanent --add-port=14567/tcp
firewall-cmd --permanent --add-port=18083/tcp
firewall-cmd --permanent --add-port=12305/tcp
firewall-cmd --permanent --add-port=12306/tcp
firewall-cmd --permanent --add-port=4370/tcp

firewall-cmd --permanent --add-port=5370/tcp

firewall-cmd —--reload

6.1.2 SSL/TLS BcE

listeners.ssl.default {

ssl options {
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6.2 ShR=Hl

6.2.1 BRE2IEABERMAR

authorization {
= deny

= ignore

type = built in database

enable =

6.2.2 BfRAFREE

bin/admg-mgtt ctl admins add admin password

6.3 {EstHzs

log.audit {
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7 TEReklE

7.1 Prometheus Eiis

7.1.1 BYFH Prometheus }5iZ

prometheus {

7.1.2 BAisiEE

=13 A
emax_connections_count SRNEREE
emax_sessions_count ERIZAE
emax_topics_count ERIFREE

ema@x_subscriptions_count  E@15] &L
emagx_messages_received ELNESE
emax_messages_sent FIXHEEL
emqgx_messages dropped = EFEHEH
emax_bytes received I EEL

emax_bytes sent XTI

7.2 Grafana (&8

BN EMQX B Grafana &3, BOmEEHIARS,
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8 FHARAEE

8.1 lRAFk

8.1.1 FHiRBIAE(E

1. B ECE S8R
2. BEMANEMRA
3. AR SEERE T TAE

8.1.2 HiRIER

bin/admg-service stop

-r data /backup/mgtt-data-S$ (

tar zxvf admg-mgtt-v2.0.7.tar.gz -C /opt/

etc/admg-mgtt.conf /opt/admg-mgtt-v2.0.7/etc/

/opt/admg-mgtt-v2.0.7

bin/admg-service start

bin/admg-mgtt ctl status

8.1.3 EEE¥iREN AR
1. —RFHF—(EEDE,
2. EREPBEINE F BB B ~—(E
3. FEREERHIAEE T FRAVENE,
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